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Wilaiporn Tangnitayawong 2015: Efficiency of Chip Card System in ATM Card Skimming Prevention: A Case Study
of A Bank. Master of Economics (Business Economic), Major Field: Business Economics, Department of Economics

Independent Study Advisor: Associate Professor Somskaow Bejranonda, Ph.D., 86 pages.

This study aims at 1) studying the services of ATM card with chip technology of A bank and 2) determining the
efficiency of chip card system of A bank in ATM card skimming prevention. The research data was collected by interviewing
bank staff from 7 departments related to the chip card system: Fraud Control and Prevention department, IT Management and
services department, ATM Network Management department, Debit and Credit Card Products department, Customer Services
department (Call Center) , System Development and Supports department (under Financial Crime & Security Services Division),
and ATM Switch Replacement Project (under Bank Change Program). The secondary data during 2013-2014, when A bank most

suffered from the critical ATM card skimming problem, are collected for the analysis as well.

According to the study of efficiency of chip card system in ATM skimming prevention, the results showed that the cost
efficiency or cost of production (input) that can be measured from four departments including IT Management and services
department, ATM Network Management department, Debit and Credit Card Products department, and ATM Switch Replacement
Project (under Bank Change Program) revealed that comparative cost ratio, invested to develop IT supporting ATM system
increased from 24 percent to 31 percent and comparative cost ratio, invested to improve IT for ATM machine increased from 35
percent to 47 percent, and the ratio of comparative cost, spent for ATM fraud inspection is at 0.47. This reflected that the
investment did not improve efficiency in the short term; nevertheless, the confidence of the customers after using the chip card
system may enhance the long-term efficiency. The ratio of credit card reissuance, in order to replace the fraud cards, decreased
from 33 percent to 15 percent. In consequence, it was concluded that the chip technology application enhances the efficiency in
credit card management. The efficiency of management process (Process) that could be evaluated from Fraud Control and
Prevention department and System Development and Supports department of Financial Crime & Security Services Division
revealed that the ratio of success in ATM card usage problems monitoring reduced from 30 percent to 12 percent, so it was
concluded that the chip card technology application increased the process efficiency accordingly. The efficiency of outputs and
outcomes, that could be evaluated from Customer Services department (Call Center) indicated that the ratio of complaint cases
about ATM card skimming declined from 1.16 percent to 0.33 percent, and the ratio of success in checking the damage from
skimming on ATM with chip card system, decreased from 1.39 percent to 0.07 percent. It was concluded that the ATM card

management with chip technology improved the efficiency.

Therefore, A bank should allow the staff in charge of chip card system to provide the information to the customer
services-related units such as branch offices, loans and credit units, and Customer Services department (Call Center) in order that
the staff could properly transfer knowledge and information to the customers that may result in the growing customer satisfaction.
Moreover, A bank would design further measures to prevent new ATM card skimming techniques, e.g., preparing an annual
report, covering the statistics about card skimming problems situation, which may be useful for the quality of services

development, in order to enhance the customer satisfaction and promote a good image of the bank.
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